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Organization Profile

• OAG has been in existence since 1643.

• Independently-elected office since 1980.

• Chief law enforcement officer of the Commonwealth

o Law enforcement & adjudication

o Civil Law, Criminal Law & Public Protection

• Approximately 900 employees & 22 locations

Pennsylvania Office of Attorney General



• OAG interacts with many internal and external parties.

• Interaction occurs through multiple touch points.

• Expectation for timely acknowledgement and follow-up.

• Need to ensure issues are:

o Logged and tracked

o Routed to the correct area for attention

o Completed

• Solution:  Implementation of OAG 311 System

o A single point of reference for managing all OAG interactions

o Create a registry that contains all players the OAG deals with

o Integrate with other line of business applications

Impetus for CRM
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Why Dynamics CRM?

• OAG already standardized on Microsoft products

• Ability to leverage Enterprise Agreement

• Dynamics CRM integrates well with

o Office

o Exchange

o SharePoint

• Dynamics CRM provides a rich development platform and 

workflow to handle business requirements



XRM as a Development Platform

• OAG re-built three Intel applications using XRM:

o Megan’s Law Audit

o CHRIA Audit

o ChildLine Audit

• Previously developed in C#.NET.

• Required approximately 10 weeks to build.

• Using XRM as the development tool…

o Rebuilt all three applications in less than 1 day.

• Plus…

o XRM provided a much better interface.

o Improved functionality.



OAG Vision for XRM

XRM is the OAG development platform of choice.

• Core features lend themselves to how the OAG works.

• Robust applications can be built and deployed quickly.

• Minimal ramp-up time for staff.

• XRM can be customized for more complex applications.



311 Expansion to Field Offices

Additional Touch Points

Telephone

Web-Forms

Special Features:

Use of Dynamics 
Accelerators

Development Platform
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Mail Log
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Special Features:

Auto Letter Generation

Mail Merge

Phase 1 Phase 2 Phase 3

OAG XRM Phased Approach



XRM Applications in the OAG

1. Education & Outreach (Includes Self-Registration & Event Scheduling)

2. Safety & Security

3. Victim Reference

4. Coroner Management

5. Case Expense Tracking

6. Intelligence Section Audits

7. Task Force Overtime

8. District Attorney Expense Tracking

9. Federal Asset Forfeiture

10. Home Improvement Contractor Registration

11. Tech Services Inventory

12. IT Change Management/Disaster Recovery

13. Do Not Call Registration

14. Applicant Management System

15. Employee Provisioning/De-Provisioning

16. Contract Match

17. Legal Review

18. Drug Prosecution & Statistics

Plus an additional 25 applications are scheduled for completion by June 30, 2010.



• Starting Point:  System Mind Map.

o Entities/Relationships

o Views

o Forms

o Reports

• Map provides rational approach for dividing work among team.

• OAG uses a combination of out of the box functions and customized features.
o Most of our applications involve some customization.

o The major entities that we use are contacts, accounts and currency.

• Many plug-ins and custom work flow have been developed to meet OAG-

specific business requirements.
o Plug-ins that handle creating, updating, and deleting records. 

o Enhanced security requirements (e.g. ability for a specific user to only delete certain records).

o Business validation rules (e.g. ensuring the correct case subjects are on a selected case).

o Plug-ins that handle financial transactions (e.g. saving a case expense and deducting the amount 

from the agent’s checking account).

o Plug-ins that provide auto-numbering functionality for custom entities.

• Customization is done with several tools:
o C#. Net 2008, ASP.Net, .Net Framework 3 + 3.5, CRM SDK, SQL Server Reporting Services

• Looking to begin using XRM Accelerators

Building Applications in XRM



Building Applications in XRM

XRM Application Mind Map



XRM Accelerators

• Free of Charge add-on solutions developed for Dynamics by 

Microsoft customers and partners.

• Provide building blocks for a range of XRM-based applications.

• Supplied with full source code so they can be extended further 

to meet specific business requirements.

• OAG is looking at the following accelerators:

o Analytics

o Social Networking

o Portal Integration

o eService

o Event Management



• Case Expense Tracking

• Education & Outreach

• Home Improvement Contractor Registration

• HR Applicant/Personnel System

• Information Technology Section Management

XRM Applications – Examples



• Used by the OAG Bureau of Narcotics Investigation, Organized Crime 

Section and Gaming Section.

• Repository for expenditures related to a case and/or subject.

• Tracks case expenses, invoices, replenishment of advancement 

monies, cash transfers, and buy/seized money.

• This application required several custom-built plug ins to handle 

business rules as well as ISV’s to extend CRM functionality.

• Functions Shown:

o Entering Buy Money Prior to a Drug Purchase & Printing a Buy Money Report

o Entering a Case Expense and Associating It With Buy Money

o Associating Seized Money with Buy Money

• Effort:

o 1 full-time resource initially, increased to 2 full-time resources

o 6 months

Case Expense Tracking System



Case Expense Tracking System

1.  Entering Buy Money & Printing a Buy Money Report



Case Expense Tracking System

1.  Entering Buy Money & Printing a Buy Money Report



Case Expense Tracking System

1.  Entering Buy Money & Printing a Buy Money Report



Case Expense Tracking System

2.  Associating Buy Money with a Drug Purchase Case Expense



Case Expense Tracking System

2.  Associating Buy Money with a Drug Purchase Case Expense



Case Expense Tracking System

2.  Associating Buy Money with a Drug Purchase Case Expense



Case Expense Tracking System

3.  Associating Seized Money with Buy Money



• Used by the OAG Executive Office – Education & Outreach 

Office.

• Externally facing component allows entities to request speakers 

and/or collateral material for education and outreach events.

• Internal component used to plan, schedule and coordinate all 

activities related to events and to capture post-event data.

• Data is presented in a dashboard.

• Effort:

o 1 full-time resource

o 1 week  (Note:  Delivered 1 month ahead of schedule)

Education & Outreach System



Education & Outreach System

Web-Based Event Request Form



Education & Outreach System

Internal Event Scheduling &  Coordination



Education & Outreach System

Internal Outreach Event Summary



Education & Outreach System

Outreach Dashboard



• Law requiring all home improvement contractors doing over 

$5,000 worth of business in Pennsylvania to register with the 

OAG – Bureau of Consumer Protection.

• Web-based form allowing contractors to register on-line and pay 

$50 registration fee.

• Companion component allows consumers to search database 

and validate if a contractor is registered.

• Consumers can also access information about lawsuits, 

judgments, prior businesses, etc.

• Incorporates geospatial coding of data to facilitate location-based 

searches and mapping of registered contractors.

• Data is presented in a dashboard.

• Effort:

o 2 full-time resources

o 6 months (Note: Delivered 2 months ahead of schedule)

Home Imp. Contractor Reg.



Web-Based Registration Application

Home Imp. Contractor Reg.



Contractor Data Maintained in HIC System

Home Imp. Contractor Reg.



Maintaining Detailed Information About Contractors

Home Imp. Contractor Reg.

Waldron



Registration Dashboard

Home Imp. Contractor Reg.



Search Statistics Dashboard

Home Imp. Contractor Reg.



HR Applicant System

• First phase of a project to implement an HR system that 

automates the entire employee lifecycle from application through 

hiring, provisioning, management and de-provisioning.

• Applicant System provides interested candidates the ability to 

complete and submit an electronic employment application via 

web-based form, including the submission of attachments.

• Once the electronic application is received, all following steps in 

the initial assessment of candidates are automated.

• System includes integration with Outlook and Office.

• Effort:

o 2 full-time resources

o 2 months (Note: Delivered system on time.)



HR Applicant System

On-Line Application



HR Applicant System

View of Applicants with On-Line Accounts



HR Applicant System

Individual Applicant Information



HR Applicant System

Summary View of Applicant Listing (On-Line and Manual)

Applicant 

status is 

linked to 

different 

workflow 

processes.

Pre-built 

reports to 

meet 

recurring 

requests from 

management.



ITS Management System

• System developed to manage and support the IT infrastructure 

and applications.

o Hardware

o Software

o Applications

o Change Management

o Key Contacts (Vendors, Service/Maintenance Information)

• Also provides the information to be included in the OAG – IT 

Disaster Recovery Plan.

• Notifications to management and affected staff when changes 

are made.

• Effort:

o 1 full-time resource

o 2 weeks



ITS Management System

Hardware

Workplace is 

organized into 

logical 

categories



ITS Management System

Applications

The 

workplace 

provides 

quick links 

to different 

aspects of 

applications.

Application 

categories 

establish 

restoration 

priorities in 

the event of a 

disaster.



ITS Management System

Changes

Who made the 

change, to 

what 

application or 

hardware 

component , 

nature of 

change and 

when the 

change was 

made.



ITS Management System

Pre-Built Reports

Reports have 

been built in 

advance for 

use by ITS 

and for 

regular 

updates to the 

DR Plan.



• Ability to build complex applications in accelerated timeframes.

• Do not have to build application tiers from scratch.
o XRM provides presentation and data layers

o We build the business logic layer to meet our needs.
 Workflow

 Building custom plug ins.

 Employing solutions from ISVs.

• Allows both senior and junior staff to be productive contributors on 

projects.

• Build once – use many times.

• Great integration with other business productivity tools (Office, 

Exchange)

• Robust security.

Benefits of Building in XRM



• Web services.

• Rich reporting capabilities.

• Web-based nature make upgrade deployments easy.

• Easy to expose applications to the web.

• Users become accustomed to a consistent interface.

• High licensing cost, but…

o One license can be leveraged for multiple applications.

• Availability of XRM Accelerators.

Benefits of Building in XRM



Summary

• OAG has made a major commitment with Dynamics XRM.

• “Not just for CRM anymore.”

• Adopted as a development platform for building feature-rich 

applications in greatly accelerated timeframes.



And as CIO, I can stay away from the alligators…

…and focus on more important matters



Questions

For Additional Information:

George J. White

Chief Information Officer

Pennsylvania Office of Attorney General

14th Floor Strawberry Square

Harrisburg, PA 17120

717-783-1309

Email:  gwhite@attorneygeneral.gov


